GIAN LAN BAT DONG SAN

Trong cac vU gian 1dn bat dong san, thi pham
thudng 6 ban hodc cho thué bat dong san khong
ton tai hodc bat ddng san ching khong s& hitu
cho nan nhan.

MEO

- Khong bao gid gUi tién qua dién tin. Phuong
thuic ndy cling gidng nhu gUi tién mat.

- Canh giac vGi cac 16i rao cho thué & muic gia thap
hon muc chung cla thi trudng.

- Khong trd tién dat coc hay tién thué thang dau
tién trudc khi gdp chli nha hodc ky hgp déng cho
thué.

- Than trong néu chll sG hiru bat ddng sdn néi
dang khong c6 mat tai Hoa Ky hodc dang di cong
tac xa.

LUA PAO TINH CAM

Lua ddo tinh cdm xdy ra khi cic cd nhan st dung
nhling 13i h'fa hen tinh cdm yéu duong d€ thao
ting cdc nan nhan gUi tién hodc do6 vat c6 gia tri
khic.

MEO
- Khi nguoi theo dudi ban trén mang doi hoi tién
hoac ho trg vé vét chit thi cling la luc nén két thic
moi quan hé.
) '. @6 - Hay kiém tra d€ biét cac blic &nh ma d6i
e ¢ & &es phuong st dung c6 ton tai trén bat ky
re2e %% e trang web nao khac hay khong.

0y, Tim kiém cac 16i sai chinh ta
9 hay sai ng(f phap thudng xuat

® %A ¢ 3 hién trong khi trao d6i thu tir.

®_ Can than trong khi dua dia

chi that cla ban cho bat ky ai trén mang.

LUA PAO VIEC LAM TAI GIA
LUta ddo viéc 1am tai gia lién quan dén viéc hifa hen
0 hoi lam viéc ngay tai nha riéng dé kiém dugc
khodn tién thudng 1a 16n, tuy nhién nhimg dé nghi
ki€u nay thudng la gid mao.

MEO

- Lién hé vGi TG chuic kinh doanh dang tin cay
(Better Business Bureau) dé€ xac dinh tinh hgp phap
cUa cong ty ma ban dang quan tam.

- Hay nghi ng® khi ban phai tra tién trudc d€ nhan
dugc hudng dan hodc san pham.

- Khéng cung cap théng tin ca nhan khi tiép xtc lan
dau véi chll st dung lao dong tuong lai.

- Ty tim ki€ém co hoi lam viéc tai nha hgp phap
bdng cach st dung “Cudn sich vé ngudn thong tin
viéc lam tai gia” (“Work-at-home sourcebook”) va
cac ngudn san c6 khac trong thu vién dia phuong
ndiban cu tra.

CIATION,
S o»%‘

NW3C

National White Collar Crime Center

©2015. NW3C, Inc. Hoat dong dudi danh nghia Trung tdm T6i pham Céng nghé cao
Quéc gia. Bdo luu moi quyén.

Du 4n nay dugc hé trg béi Thda thuén Hop tac s6 2013-CK-WX-K027 do Van phong
Dich vy Cénh sit Cong déng thudc Bé Tu phap Hoa Ky cép. Cac y kién trinh bay
trong tai liéu nay la clia (cdc) tac gid va khong nhat thiét dai dién cho lap trudng
chinh thic hodc chinh sich ctia B Tu phap Hoa Ky. Cac tham chiéu lién quan téi
mot s6 cd quan, cong ty, sdn pham hodc dich vy nhét dinh khong dudc coi 1a dugc
x4c nhan bai (cac) tac gid hodc B Tu phap Hoa Ky. Nhimg tham chiéu nay ding
hon 1a vi dy minh hoa b8 sung cho phén thdo ludn vé nhiing van dé néu trén.

Bén quyén ©2015. NW3C, Inc. Hoat ddng dudi danh nghia Trung tam T6i pham
Cong nghé cao Qudc gia. BO Tu phap Hoa Ky bao luu gidy phép mién phi, khong doc
quyén va khong thé hliy bd d6i véi moi hoat ddng sao chép, xudt bdn hodc cic muc
dich khéc. An phdm nay chi c6 thé dugc phan phéi va st dung khong gidi han déi
v6i cadc muc dich phi thuong mai va gido duc.

Photo Credits: “58649191 Copyright Rynio Productions, 2015 Used under license from Shutterstock.com”,
“99208877 Copyright Utemov Alexey, 2015 Used under license from Bigstockphoto.com”, “88575392 Copyright
voin_Sveta, 2015 Used under license from Bigstockphoto.com”, “82915468 Copyright Carsten Reisinger,
2015,Used under license from Shutterstock.com”, “219799306 Copyright wk1003mike, 2015,Used under license
from Shutterstock.com”, “172084607 Copyright scyther5, 2015,Used under license from Shutterstock.com”,
“44827912 Copyright Scanrail, 2015 Used under license from Bigstockphoto.com”, “14341490 Copyright photkas,
2015 Used under license from Bigstockphoto.com”, “207181147 Copyright ThorZigor, 2015,Used under license
from Shutterstock.com”, “83312924 Copyright Tigateluloro, 2015,Used under license from Bigstockphoto.com”
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TOI PHAM MANG

T6n thdt trung binh hing nim tinh trén
moi nan nhan (bao gdém ca chi phi truc tiép,
gian tiép va co hoi) trong nhiing vu pham
ti trén mang nhdm vao cic t6 chiic tai My
la 11,6 triéu D6 la trong nadm 2012 (ting
26% so vOi nam trudc). Mac du viéc udc
tinh t6ng thiét hai bat ngudn tU hoat dong
bi mat bi gdp nhiéu khé khin do thiéu so
liéy, theo uéc tinh kha thi nhat vé thiét hai
rong hang ndm do t0i pham mang giy ra thi
hién nay tOng thiét hai di lén t&i khoang
100 ty D6 la.




Lla ddo tién tam Ung xdy ra trong truGng hop
nan nhan dugc yéu cau tra trudc mot khodn tién
dé nhan mén d6 c6 gia tri nhung trén thuc t&€ ho
khéng nhan dugc ding nhu cam két.

MEO

- Hay than trong néu ban nhan dugc email yéu
cau gUi thong tin cd nhan hay thong tin nhan
dang dé€ d6i lai nhan dugc diéu gi dé.

- Luén nghi ngd bat ky ai tu nhan 1a vién chuic
hodc la nha hoat ddng tU thién xin ban Ung ho
tién.

- Khong trd tién dé nhan “thudng” hay bat ky thi
gl mién phi.

LUA PAO TRONG DAU GIA

Llta ddo trong dau gid dugc phan loai thudc nhém
giao dich 1lfa ddo xay ra trén trang web dau gia
tryc tuyén nhu eBay.

MEO

- Luu y vé€ xép hang clia ngudi dung. C6 gang tim
hiéu vé ngudi ban/mua nhiéu nhét cé thé.

- SU dung céc dich vu dau gia uy tin va néu cé thé
hay trd bang thé tin dung hodc théng qua dich vu
Uy théc cho bén thU ba nhu PayPal.

- Hay can trong néu dugc yéu ciu cung cap thong
tin cd nhan (vi du s6 an sinh x4 hoi hodc théng
tin bang l4i xe).

- Hay than trong néu dugc yéu cau gl tién qua
dién tin thay vi cic phuong thuc khac.

TOI PHAM MAY TINH

Téi pham may tinh dugc dinh nghia 13
(1) loai toi pham nhdm muc tiéu <&
truc tiép vao hé thdng may tinh
hodc cac thiét bi hodc (2) t6i pham
st dung hé thOng mdy tinh hodc cac thiét bi lam
cong cu pham toi.

MEO

- Duy tri chuong trinh diét virus bao vé may tinh
khoi ma doc ban cip nhat nhat hién c6 va dam bao
mdy clia ban ludn cé cac phién ban cp nhat phan
mém dinh ky cling nhu ban va 16i méi nhat.

- Khong bao gid trd 16i cac 10i chao mdi qua email ma
ban khéng ré ngudn gbc va khéng bao gié ma tap
tin dinh kém dugc glii tU nguén kha nghi.

- Khéng tra tién cho thl pham néu gdp phai ma doc
ma héa di liéu doi tién chudc (ransomware).

GIAN LAN THE GHI NO/ THE TIN DUNG

Gian 14n thé ghi ng/ thé tin dung lién quan dén viéc
tinh phi trai phép hang héa, dich vu hodc rut tién
mat tU thé tin dung hodc thé ghi ng cla nan nhéan.

MEO

- Goi dién dén coéng ty cung cap thé tin dung va
ki€m tra.

- Xem xét k¥ tat ca cdc ban sao ké thé tin dung hodc
thé ghi ng khi nhan dugc.

- Bdm bao luén xé nhod cic bang sao ké thé tin dung
hodc bang sao ké ngan hang sau khi ban da xem
xong.

- Théng bdo cho don vi phat hanh thé néu ban thay
ddi dia chi cu trd hodc sdp di du lich.

- Khong bao gid dua so tai khodn cho bat ky ai qua
dién thoai trir khi ban biét r6 mUc do tin cdy cla
cong ty minh dang goi dién dén.

GIAN LAN LIEN QUAN DEN Y TE
Bat ky hinh thuc gian 1an nao lién quan dén y té hodc
bdo hiém y té xay ra trén mang Internet.

MEO

- Kiém tra vGi 0 quan bao hiém tai bang ban cu tra
dé biét liéu cong ty ma ban dang quan tam cé dugc
cap phép hop phap hay khéng.

- Nghién cltu vé céng ty d6 va néu ban phat hién c6
cac vu viéc khiéu nai, chi phi an, hita hen khéng that
thi hay tranh xa khuyén mai dé.

MEO DE TRANH B| LUA PAO LIEN QUAN DEN DAO
LUAT CHAM SOC SUC KHOE HOP TUI TIEN

- Cach duy nhat dé€ dang ky bao vé cham séc stic khde
theo Pao luat chdm séc stic khoe hgp tui tién 1a
thong qua trang web www.healthcare.gov hodc goi
dién dén s6 1-800-318-2596.

TROM CAP DANH TINH

D
//, ) TrOm cap danh tinh 1a hanh vi st dung
// y " trai phép thong tin nhan dang cla ca
/} nhan khac (vi du: tén, ngdy sinh, s6
an sinh x4 hdi va/ hodc s0 thé tin dung). Pay la mét
trong sO cac loai hinh pham t0i gia ting nhanh nhat.

MEO NGOAI TUYEN

- Ludén bdo vé thong tin nhan dang ca nhan cla ban,
ddc biét 1a s6 an sinh xa hoi.

- Pdm bdo rang ban biét minh dang chia sé théng tin
nhdn dang ca nhan qua dién thoai véi ai.

MEO TRUC TUYEN

- Hay s dung cadc mat khau phuic tap va khac nhau.

- Canh giac v6i cAc email tU nhling ngudn khéng xac
dinh.

- Pung chia sé qua nhiéu trén cic trang mang x4 hoi.
- Than trong khi truy cap Wi-Fi c6ng cdng.
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